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Detection / Prevention Prevention Detection Detection Detection Detection Detection Detection Prevention Prevention Prevention

Main Approach AV + Containment Anti-Virus
AV + 

Reputation
Anti-Virus

AV + Event 

Correlation

AV + 

Reputation

AV + 

Reputation
Whitelisting Containment Containment

Containeraziation
HW, OS and APP 

Level
       OS Level

HW Level (HW 

Dependent)

Sandbox
All Unknowns 

inside Endpoint

Only 

Browser

External 

Systems
  

External 

System

External 

System

Limited App 

Support

Another VM for 

each App

Unknown Protection          

Whitelisting          

Anti-Virus          

Host Intrusion Prevention          

Personal Firewall          

Web Filtering          

Port and Device Control          

Application Control          

Behavioral Monitoring          

Rollback Changes          

VM Supports          

 Supported

 No info

 Partial Support

 Not Supported


