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Introduction

This document contains notes about the ITarian December 2020 release. The release schedule will be as

follows:

US Region -> The release will start on 16th December 2020 Wednesday at 1 AM EDT

EU Region -> The release will start on 17th December 2020 Thursday at 5 AM GMT

The release is expected to take 30 minutes to deploy, during that time the platform will be under

maintenance mode, where you may observe minor glitches. If you observe any issues, please feel free to

share with us.

Endpoint Manager

Endpoint Manager Core

New Features

Support for Red Hat Enterprise Linux Server 8.x x64 (with GUI)

Endpoint Manager now fully supports devices running Red Hat Enterprise Linux Server
8.x x64 (with GUI) operating systems. You will be able to use all functionality of ITarian
Communication Agent and Comodo Client Security for this Unix distribution.
Wake-on-LAN

With this feature, you will be able to start up your endpoints remotely, directly from
Endpoint Manager console.

Addition of Profile(s) applied on Endpoints on Device List CSV Export

All profiles that are associated with your endpoints will be listed as a separate column on
Device List CSV export.

Addition of Group Information of Endpoints on Device List CSV Export

All groups that your endpoints belong to will be listed as a separate column on Device
List CSV Export.



Access Scope Management Improvements for Multiple Roles
From now on, users will have all the permissions given on access scopes when they are
assigned to multiple roles

Bug Fixes

Fixed the issue that “Subject contains probe device name instead of monitored device
name in email notification sent from portal”

Fixed the issue of removing beta tag from remote tools for everyone

Fixed the issue of hiding Remote Control with old RMM in C1 frame.

Fixed the issue of the working save button of the profiles.

Fixed the issue that “CCC does not report Autorun items to portal”

Fixed the issue of that “ITSM Service terminations and crashes on Windows 7 device
with Endpoint Manaer 6.38 agent installed”

Fixed the issue of showing the active components in the group management.

Fixed the issue that “https://download.comodo.com/av/updates58.torrent is not updated
on Production environment”

Security

New Features

e "Follow the link to see details" in "New Infection Detected!" alert should lead to
Current Malware List filtered by device name.

The aim of this feature is to be able to be redirected to the filtered 'Device List' page and review
only the affected devices. After this feature, the users will be able to click to the "Follow the link
to see details" hyperlink and review the filtered 'Device List' grid according to the related
devices.

Data Loss Prevention

e Status Column for invalid DLP Rules

The aim of this feature is to be able to review the status of the DLP rules. After this feature, the
users will be able to know the DLP rules are valid or invalid to use and get the expected results.

Patch Management

Improvements



e Updates on CVE Lists to Cover Vulnerabilities after 2020

Reporting

New Features

e Improvement of Executive Summary Report
The aim of this feature is to have the improved version of the Executive Summary
Report.After this feature, the users will be able to see more detailed information.

Bug Fixes

e Fixed the issue that “Generated Hardware Inventory reports duplicate heading “
e Fixed the issue that “Executive summary report is created with wrong counters”
e Fixed the issue that “Executive ticket summary report came out empty.”

Portal

New Features

e Changes on Automatic Forum Registration for MSP Accounts
From now on, newly registered MSPs will receive a verification and password set email
for their automatic forum registrations.

Bug Fixes

e Fixed the issue of accessing store in Comodo/ITarian while different portal languages
are used.

Fixed the issue of applying auto focus on 2FA code pages.

Fixed the issue of sending excess postpaid bills to Endpoint Manager.

Fixed the issue that “Invalid date error during 2FA configured”

Fixed the issue that “Account creation issue for free product.”



APPENDIX

New Client Versions:

Windows Communication Client : 6.39.39660.20120
Windows Comodo Client - Security:12.5.0.8351
Windows Remote Control :6.37.38738.20070
Endpoint Detection and Response: 2.3.0.195
macOS Communication Client: 6.38.39211.20090
macOS Comodo Client - Security : 2.4.4.865
macOS Remote Control: 6.37.38735.20070

iOS Mobile Device Management Client : 1.3.0
Android Mobile Device Management Client: 6.16.0.12
Linux Communication Client: 6.38.39165.20090

Linux Comodo Client - Security: 2.3.1.540



