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Importing Users from LDAP
Guide to import mobile devices using Active Directory ->LDAP

 

Create a User Role group under ‘Role Management’ with only logon access
Log into ITSM console with your admin and password
Click on Settings->Role Management->Roles tab
Click on Add Role

Fill in Role ‘Name‘ and ‘Description’ (fields are mandatory) and click ‘Create'

Click the created Role, our example ‘Users_with_LoginAccess’
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Scroll down on the bottom and make sure ‘user .allow-portal-portal-logon’ is checked. If it’s not checked ,
check the box and click Save

 
AD synchronization

Add the following IPs in order for our servers to sync through the Ldap with your AD server:

52.59.252.227

54.93.119.39

54.93.122.17

54.93.180.57

It will try to connect to .Please open the port to be accessible from the above IPsport 389

 
Click on Settings->Active Directory->Settings tab->Click Edit



2.  

a.  

b.  

i.  
ii.  

i.  

i.  

i.  

Check the box ‘Enable LDAP’ and fill in the rest of the fields
LDAP server host: the IP of the AD domain;
LDAP account domain: the name of the domain (e.g. mycompany.com, NOT DC=mycompany,DC=com);
Company: select it from the list;
LDAP account login and LDAP account password should be the credentials of an AD admin (e.g.
admin@mycompany.com, NOT CN=LDAP Query,OU=ou name,DC=mycompany,DC=com);

Click Save. Two new tabs will appear ‘Active Directory Groups’ and ‘Enroll’
Click on ‘Sync with LDAP Server’

 

Wait a few minutes and click on settings Tab and wait for the ‘Sync Status’ to be ‘Done’

 

Note: AD groups will be imported successfully; but #user count will be equal to 0.

 

 

 

Click on ‘Active Directory Groups’ and identify the groups of users that need to have their
mobile devices enrolled and check the LDAP groups that have been imported and click on
‘Change LDAP Roles’ and click ‘Assign Selected Role’

 

Select the Role group created at step 1.in our Example ‘Users_with_LoginAccess’ and click
Assign
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Make sure the proper imported groups have assigned the Role created as steps 1.

 

3. Enable users to enroll their mobile devices using their AD credentials

 

Click on Active Directory -> Enroll Tab
Check the box ‘Mail addresses that receive notification for device enrolment,
comma-separated’
Fill in an email address of the admin’s company.

 

 

Click  and admin will receive an email into his email inbox.Save

 

Received email should look like this:
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Note: Admin can forward this email manually to users part of the groups that have been
discovered from AD. Users can start enrolling their mobile devices by accessing the above
link from their mobile devices, using their AD credentials.

4. Steps done by User to enrol their iPhone

a. Access the above link from the mobile device:
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b. Click on the link for Apple devices and fill in the AD user account and password
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c. Click ‘Install’ from top right corner
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d. Enter the phone passcode if requested
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e. Click Install



2.  

f. Click Install at the warning
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g. Click Trust and at App Installation click Install
h. Fill in credentials for Itunes store if requested and click OK
i. Click Done
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j. Two icons will be created on the Iphone
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k. Click on ‘Run after Install’(Green icon)
l. Click Open in “CDM”, Click ‘OK’
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m. Click ‘Accept’
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n. Device is successfully enrolled
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5. Final result in ITSM console:

In ITSM console check Users -Users List will have the user added with 1 device

In ITSM console check Device list – you will see the Users device and at Owner the users from user list.

In ITSM console ->Settings->Active Directory->Active Directory Groups->#User Count 0 will be #User
Count 1
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