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Endpoint Manager - IT Operations RMM & Patch Management Portal

● XMPP Connection Improvements
● Support for Android 10
● More Granular Role Management
● Read Only View Access
● Seperate Proxy Settings for Windows Communication 

Client and Comodo Client - Security
● Data Aging
● Ability to Export License Details
● Ability to Manage Hotspot for iOS Devices
● Improvements on Device Removal Settings
● Ability to Forward Communication Client Logs
● Ability to Forward Audit Logs 
● On Demand Archiving
● MacOS X Catalina Support
● Windows Communication Client Silent Installation 
● Full API Support (Part 1 - Mission Critical Operations 

Support)

● Improvement of  monitoring Mac OS 
devices.
○ Ability  to add/remove 'Monitors' to 

the Mac OS profiles.
○ Ability  to assign Mac OS profiles 

with the monitoring settings to the 
Mac OS devices.

● Improvement of SNMP capabilities,ability  
to  monitor my network devices up time.

● Ability to have Active Directory Discovery.
● OS Summary will  show the correct 

version number.
● Vulnerability management tab will show 

all CVEs including later than 2016
● SNMP Monitoring: Performance, Disk, 

Hardware Status Monitor
● Showing "Reboot Pending" Status for 

Patch Installation-Agent
● UI Improvements for Patch Management 

Installation Failure (Agent)
● Windows 3rd Party Application Patching 

Support Improvements

● Ability to resend staff activation email.
● Ability to  download and use CCS 

removal tool directly.
● Ability to  remove or hide modules that  

already buy from the store or provisioned 
by default.

● Ability  to use valid characters on domain 
name. 

● We will have new languages on the multi 
language settings 
○ Dutch
○ Spanish
○ Japanese
○ Italian

● Export functionality will be added to the 
portal’s table.

● Ability  to see below logs on the audit 
logs(Management ->Audit Logs).
○ Login time
○ Account
○ IP address-Geolocation
○ Session ID

● Ability  to see company's logo on  the 
dashboard, banner and  reports instead of 
ITarian Logos.

Remote Control & Remote Tools

● Ability to have Proxy Configuration Fallback option for 
Remote Control sub-systems.

● Ability to have 2 Factor Authentication login on the 
Remote Control application.

● Ability to have same audit log structure both on 
Remote Control and Remote Tools transactions.

● Ability to see audit logs on Portals selected language
● Ability to connect to endpoint to run commands 

through PowerShell to troubleshoot and configure the 
endpoints.

● Ability to connect to endpoint to run commands 
through  Command Prompt to troubleshoot and 
configure the endpoints.

● Improvement of File transfer capabilities;
○ Ability to save directories to favorites and have 

recent directories section on File Transferring 
sessions.

○ Ability to select multiple items for deleting
○ Ability to transfer files by drag and drop 

mechanism
○ Ability to have keyboard shortcuts
○ Ability to closing after transfers completed
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Endpoint Manager - Security CCS - Windows Service Desk

● Scan DLLs imported into Processes
● Windows Boot Protection: Monitor un-trusted 

DLLs & autoruns before CCS service launches
● Ability to start scan from VDT session or via 

'Windows Fax and Scan' application running in 
Containment

● Uninstallation of CES with removal tool
● Web Filtering via CCS Browser Plugin 

Management
● Ability to Add EDR Agent to Bulk Installation
● New Design for Security Dashboard
● Valkyrie Submission Setting (Automated and 

human-expert analysis)
● Ability to Add Protected Objects in Containment 

Section
● AV Usability Improvements
● Ability to Hide/Unhide Containment events from 

portal
● Data Loss Prevention-Discovery Rules Integration

● Data Loss Prevention Discovery Rules Integration 
○ Added Discovery rules to advanced 

settings
○ Ability to Scan for Specific Document 

Types and Patterns, and to Create Scan 
Exclusions

○ Ability to List Discovery Scan Logs
○ Ability to Quarantine Files with Sensitive 

Content
● Vulnerabilities

○ Containment Improvements
○ DLL Load by Engine Improvements
○ Self Protection Module Improvements
○ Key-loggers and screen capturing 

protection Implementation
○ SMB protocol parsing Improvements

● CCS Detection for Macro Script Executions for 
unsigned/trusted macro lookup and detection

● Add possibility to start scan from a scan profile 
and receive results from command line

● Ability to Change Virtual Desktop Background
● Additional Info for Quarantine Statuses in CCS 

logs
● Scheduling Antivirus Scan to specific days

● Ability to Create Flexible Timesheets
● Ability to Customize Help Desk URL
● Improvement of Stability
● Improvement of System Performance 

● Antivirus Support Without GUI for Linux

CCS - Linux


