Client API Documentation

This documentation includes information about Service Desk Client API. All functions can be executed via following url: http
s://subdomain.domainname/clientapi

=

1 Create Ticket

2 File Upload for Ticket
3 List Tickets

4 View Ticket Detail
5 Get Help Topics

6 Get Asset Types

7 Get Categories

8 Ticket Post Reply
9 Get Users

10 Create User

11 Update User

. Create Ticket

Creates a new ticket in Service Desk.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=createticket
® |nput Parameters

Name Required / Optional Type Description
email Required varchar(255) Client E-mail
summary Required varchar(255) Ticket Title
description Required text Ticket Detail
Asset Type Required int Ticket Asset Type
Help Topic Required int Ticket Help Topic
Cat egory Optional text Ticket Category
Fileld Optional int(11) Attached File ID
customFields Optional json Custom Field Values

Input Header Parameters

Name Required Type Description
Optional
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string \E/)alfi_d @_ccess Token from C1 Portal auth/login service also see z
efinition

https://developer.comodo.com/frontend/web/topic/comodo-one
https://developer.comodo.com/frontend/web/topic/token-valida
https://developer.comodo.com/frontend/web/topic/token-renew

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution
Sample execution can be handled via Postman Application.


http://devgoker.onurdev.loc/pim/
http://devgoker.onurdev.loc/pim/
http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=createticket
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

"email": "email",

"summary": "ticket Title",

"description": "Ticket Details",

"asset Type": "Ticket Asset Nunber",

"hel pTopi c": "Ticket Help Topic",
"category": "Ticket Category",

"fileld": "fileld",
"custontields" : {
"fiel dName- TypeText" : "Text Val ue",
"fiel dName- TypeDatetime” : "YYYY-MW DD hh: mm ss”,
"fi el dName- TypePhoneNunber” : "12345X123",
"fi el dName- TypeBool ean" : true/fal se,
"fi el dName- TypeChoi ces" : "Sel ected choice value froma
pre-defined list",
"fieldName- TypePriority" : "Selected priority ID",
"fiel dName- TypeAsset" : "Sel ected asset type ID',
"fi el dName- TypeCat egory" : "Sel ected category |ID',
"fiel dName- TypeCustonlist” : "Selected list-itemI|D',
}
}

Header part can be handled via Postman Application

Content-Type : application/json

Aut hori zati on : B8ADA99DO12E48A8735D3291CE60493A

X- ACCESS- TOKEN :

eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkl i wi bmJm j oxNDk5M
j UzN k4LCIzY29wWZSI 61 nNkc3RhZ2] uzy1t c3Ai LCIpc3M G Jj MXBvcnhRhbCl

sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRI YTCWYTEXNTQz MAEXZTU LCJI eHAI O
j EOOTkyNTcyOTgs| nRva2VuVH wzSI 61 mJl YXJI ci | sl m hdCl 6MIQeOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYyNCI s| npOasSl 61 mivim\j hhOTAL1ODN) OWhN
j @BZTI 40K NmZk MGVhIM2VhNDQB Y2 QLN2 QY NGYXM Qx YTY1MzN Y] Bl NTZnivDZ
nMrgy Y2FI NmE3SNW/I MrMAVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZCrx
08877t 85ZA

c. Success Output

{
"status": "SUCCESS",
"code": 200,
"message": "Ticket Created",
"data": {
"ticketld": "662"
}
}

d. Error Output



o i
"status": "ERROR',
"code": 400,
"message": "unexpected error occurred!",
"data": null
B
ot
§ "status": "ERROR', §
"code": 401,
"message": "Access Denied!",
"data": nul |
. i

2. File Upload for Ticket

File Upload for Ticket
URL:https://subdomain.domainname/clientapi/index.php?serviceName=ticketfileupload
a. Input Parameters

Name Required / Optional Type Description

filename Required File (Form-Data) Attached File

Input Header Parameters

Name Required Type Description
Optional
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys

X-ACCESS-TOKEN Required* string  Valid Access Token from C1 Portal auth/login service also see 3rd Party Authent
Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-comp
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution
Sample execution can be handled via Postman Application.

Header part can be handled via Postman Application


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=listtickets
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

........................................................................................................................................................

Content-Type : application/json
Aut hori zation : BBADA99DO12E48A8735D3291CE60493A

or
X- ACCESS- TCKEN :
eyJhbCci O JI Uzl 1N J9. eyJyZXF1ZXNOZWRCe S| 61 NNkl i wi bmJm j oxNDk5M
j UzN k4LCIzY29wZSI 61 nNkc3RhZ2| uzZy1t c3A LCIpc3M G Jj MXBvcnRhbCl
sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOrgsl nRva2VuVH wZSI 61 mJl YXJI ci | sI ml hdCl 6MIQeOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYNCI sI np0OaSI 61 mivim\j hhOTAL1ODN] O/WhN
j @BZTI 4A0MNK NmiZk MGVhMRVhNDCQB Y2 QLN2 QY NGYXM QX YTYLMzN Yj Bl NTZnivDZ
Mgy Y2FI NmE3SNW/I MrMAVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZC7x
08877t 85ZA

........................................................................................................................................................

........................................................................................................................................................

"status": " SUCCESS",
"code": 200,

"message": "File Upl oaded",
"data":

{
"fileld': "File I D'

........................................................................................................................................................

o ;
"status": "ERROR',
"code": 400,
"message": "unexpected error occurred!",
; "data": null ;
=
i{ |
f "status": "ERROR', f
"code": 401,
"message": "Access Denied!",
; "data": null ;
Fo) ;

3. List Tickets

List all tickets of current client.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=listtickets
a. Input Body Parameters

Name Required / Optional Type Description

email Required varchar(255) Client E-mail Address

Input Header Parameters


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=listtickets

Name Required Type Description

Opti/onal
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN = Required* string Valid Access Token from C1 Portal auth/login service also see 3rd Party

Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-par
https://developer.comodo.com/frontend/web/topic/token-validation-sen
https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution
Sample execution can be handled via Postman Application.

........................................................................................................................................................

........................................................................................................................................................

Content-Type : application/json
Aut hori zation : B8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN :
eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkl i wi bmJm j oxNDk5M
j UzN k4LCIzY29wWZSI 61 nNkc3RhZ2] uzy1t c3Ai LCIpc3M G Jj MXBvcnRhbCl
sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRI YTCWYTEXNTQz MAEXZTU LCJI eHAI O
j EOOTkyNTcyOTgs| nRva2VuVH wzSl 61 mJl YXJI ci | sl m hdCl 6MIQeOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYyNCI s| npOasSl 61 mnivim\j hhOTAL1ODN] OWhN
j @ZTI 4A0ANK NmiZk MGVhMRVhNDQE Y2 QLN2 QY NGYXM Qx YTYLMzN Yj Bl NTZnivDZ
nMrgy Y2FI NmE3SNW/I MrMVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZCrx
08877t 85ZA

........................................................................................................................................................

"sender": "client",

"status": "SUCCESS",

"code": 200,

"message": "Tickets are |isted",

"data": |
{
"ticketld": "Ticket |ID",
"createDate": "Create Date",
"status": "Ticket Status",
"subject": "Ticket Subject",
"department": "Ticket Departnent”
H
]


https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

d. Error Output

"status": "ERROR'

"code": 400,

"message": "unexpected error occurred!",
"data": nul

}
ot
g "status”: "ERROR', 5
E "code": 401, E
i "message": "Access Denied!", i
E "data": null E
) i

4. View Ticket Detail

Get detail of the current client's ticket.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=viewticket
a. Input Parameters

Name  Required / Optional Type Description

Ticketld Required varchar(255) Ticket ID

Input Header Parameters

Name Required Type Description
Opti/onal
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string 3rd Party Authentication API Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-par
https://developer.comodo.com/frontend/web/topic/token-validation-sen

https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution
Sample execution can be handled via Postman Application.

"ticketld": "ticketld"

Header part can be handled via Postman Application


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=viewticket
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

Content-Type : application/json
Aut hori zation : BB8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN
eyJhbGeci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkI i wi bmJm j oxNDk5M
j UzN k4LCIzY29wWZSI 61 nNkc3RhZ2| uzZy1t c3Ai LCIpc3M G Jj MXBvcnRhbCl
s| MN1c3RvbWYSWQ O | 10TImYRj ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOTgs| nRva2VuVH wZSI 61 mJI YXJI ci | sI Ml hdCl 6MIrQgOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEyNCl s| np0aSI 61 mVmNj hhOTA1ODNj OAVhN
j @BZTI 40MWNK Nmizk MGVhIM2VhNDQB Y2 QLN2 QY NGYxM QX YTY1Mz NI Yj Bl NTZnivDZ
nMIgy Y2FI NmE3NW/ MrMAMODAS1 n0. hKqgaMAH2INCF eG_OW 1 TXVeKI zj gvZC7x
08877t 85ZA

C. Success Output

{
"status": " SUCCESS",
"code": 200,
"message": "Ticket detail is listed",
"data": {
"ticketld": "Ticket ID',
"createDate": "Ticket Create Date",
"usernane": "Usernane",
"status": "Ticket Status",
"subject": "Ticket Subject",
"department”: "Ticket Departnent"”,
"asset": "Ticket Asset",
"threads": |
{
"created": "Ticket Thread Create Date",
"body": "Ticket Thread Body",
"poster": "Ticket Thread Poster"
1
]
}
}

d. Error Output

"status": "ERROR',

"code": 400,

"message": "unexpected error occurred!",
"data": null



........................................................................................................................................................

"status":

"ERROR",

"code": 401,

"message":

"Access Denied!",

"data": null

5. Get Help Topics

Get help topics of current client's msp.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=gethelptopics

a. Input Parameters
Name Required / Optional

Input Header Parameters

Name Required

Opti/onal

Content-Type Required
Authorization Required*

X-ACCESS-TOKEN = Required*

Type Description

Type

Description

application/json Content Type

base64

string

Valid Api Key from SD Manage -> Api Keys

3rd Party Authentication API Definition
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-par
https://developer.comodo.com/frontend/web/topic/token-validation-sen

https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution

Header part can be handled via Postman Application

........................................................................................................................................................

Cont ent - Type :

Aut hori zation :

or

application/json

X- ACCESS- TCKEN :
eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 NNkl i wi bmdm j oxNDk5M
j UzN k4LCIzY29wZSI 61 nNkc3RhZ2l uzZy1t c3Ai LCIpc3M O Jj MXBvcnRhbCl

sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRIi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOrgsl nRva2VuVH wzSI 61 mJl YXJI ci | sI ml hdCl 6MIQeOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYNCI sI np0OaSI 61 nivim\j hhOTAL1ODN] O/WhN
j @BZTI 40MNK Nmzk MGVhMVhNDCB Y2 QLN2 QY NGYXM QX YTYLMzZN Yj Bl NTZnivDZ
Mgy Y2FI NmE3SNW/I MrMAMODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZCrx

08877t 85ZA

B8ADA99DI12EA8A8735D3291CE60493A

........................................................................................................................................................

c. Success Output


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=gethelptopics
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

f "sender": "client", f
"status": " SUCCESS",
. "code": 200, i
i "message": "Help Topic List", i
f "data": | 5
{
§ "topicld": "Help Topic Id", §
i "topic": "Topic Nane", i
i "published": "Is public or not", i
| "active": "ls active or not" |

f "status": "ERROR',

; "code": 400, ;
E "message": "unexpected error occurred!", E
i "data": null i

"status": "ERROR',

; "code": 401, i
: "message": "Access Denied!", :
i "data": null i

6. Get Asset Types

Get asset types of current client's msp.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=getassets
a. Input Parameters

Name Required / Optional Type Description

Input Header Parameters

Name Required Type Description
Opti/onal
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string 3rd Party Authentication API Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-par
https://developer.comodo.com/frontend/web/topic/token-validation-sen

https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=getassets
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

b. Execution

Header part can be handled via Postman Application

........................................................................................................................................................

Content-Type : application/json
Aut hori zation : B8ADA99DO12E48A8735D3291CE60493A

or
X- ACCESS- TCKEN :
eyJhbCci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 NNkl i wi bmdm j oxNDk5M
j UzN k4LCIzY29wZSI 61 nNkc3RhZ2l uzZy1t c3Ai LCIpc3M O Jj MXBvcnRhbCl
sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOTgs| nRva2VuVH wZSI 61 mJI YXJI ci | sl Ml hdCl 6MIrQgOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYNCI sI np0OaSI 61 nivim\j hhOTAL1ODN] O/WhN
j @BZTI 4A0ANK Nmzk MGVhMRVhNDCQB Y2 QLN2 QY NGYXM QX YTY1MzN Yj Bl NTZnivDZ
Mgy Y2FI NmE3SNW/I MrMAVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZCrx
08877t 85ZA

........................................................................................................................................................

........................................................................................................................................................

"sender": "client",
"status": "SUCCESS",
"code": 200,
"message": "Asset Type List",
"data": |
{
"assetld": "Asset 1d",
"asset": "Asset Nanme",
"isDefault": "Is default or not

........................................................................................................................................................

........................................................................................................................................................

o

"status": "ERROR',

; "code": 400,

"message": "unexpected error occurred!",
i "data": null

.,

A

E "status": "ERROR',

"code": 401,

"message": "Access Denied!",
i "data": null

L

7. Get Categories

Get categories of current client's msp.
URL:https://subdomain.domainname/clientapi/index.php?serviceName=getcategories


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=getcategories

a. Input Parameters

Name Required / Optional Type Description

Input Header Parameters

Name Required / Type Description
Optional
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string Valid Access Token from C1 Portal auth/login service also see 3rd

Party Authentication API Definition

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution

Header part can be handled via Postman Application

Content-Type : application/json
Aut hori zation : BB8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN
eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 NNkl i wi bmdm j oxNDk5M
j UzN k4LCIzY29wZSI 61 nNkc3RhZ2l uzZy1t c3Ai LCIpc3M O Jj MXBvcnRhbCl
s| MN1c3RvbWYSWQ O | 10TImYRj ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOTgs| nRva2VuVH wZSI 61 mJI YXJI ci | sI Ml hdCl 6MIrQgOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEyNCl sl npOasSI 61 mVimNj hhOTA1ODNj OAVhN
j @BZTI 40Nk NmZk MGVhIM2VhNDQB Y2 QLN2 QY NGYxM QX YTY1MzNI Yj Bl NTZnivDZ
nMTgy Y2FI NmE3NW/i MrMAMODAS1 n0. hKqgaMAH2INCF eG_OW 1 TXVeKI zj gvZC7x
08877t 85ZA

c. Success Output

{
"sender": "client",
"status": "SUCCESS",
"code": 200,
"message": "Category List",
"data": |
{
"categoryld": "Category I1d",
"name": "Category Nanme"
1
]
}

d. Error Output


https://intranet.comodo.net/display/DEV/3rd+Party+Authentication+API+Definition
https://intranet.comodo.net/display/DEV/3rd+Party+Authentication+API+Definition

o i
"status": "ERROR',
E "code": 400, E
E "message": "unexpected error occurred!", E
E "data": null E
B
ot
§ "status": "ERROR', §
E "code": 401, i
i "message": "Access Denied!", i
E "data": nul | E
. i

8. Ticket Post Reply

Post a Reply for Ticket
URL:https://subdomain.domainname/clientapi/index.php?serviceName=ticketpostreply

a. Input Parameters

Name Required / Optional Type Description

email Required varchar User Email
ticketld Required int Ticket ID
message Required text Reply Message

Input Header Parameters

Name Required Type Description
Opti/onal
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string 3rd Party Authentication API Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-par
https://developer.comodo.com/frontend/web/topic/token-validation-sen

https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution

Sample execution can be handled via Postman Application.

"emai |l " : "User Emmil",
"ticketld": "Ticket ID,
"message" : "Reply Message"

Header part can be handled via Postman Application


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=getcategories
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

........................................................................................................................................................

Content-Type : application/json
Aut hori zation : BBADA99DO12E48A8735D3291CE60493A

or
X- ACCESS- TCKEN :
eyJhbCci O JI Uzl 1N J9. eyJyZXF1ZXNOZWRCe S| 61 NNkl i wi bmJm j oxNDk5M
j UzN k4LCIzY29wZSI 61 nNkc3RhZ2| uzZy1t c3A LCIpc3M G Jj MXBvcnRhbCl
sI MN1c3RvbW/YSWR O | 10TImYnR) ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOrgsl nRva2VuVH wZSI 61 mJl YXJI ci | sI ml hdCl 6MIQeOTI 1Mz Y
500w dXNI ckl kI j oi MTI OMTI OMTEYNCI sI np0OaSI 61 mivim\j hhOTAL1ODN] O/WhN
j @BZTI 4A0MNK NmiZk MGVhMRVhNDCQB Y2 QLN2 QY NGYXM QX YTYLMzN Yj Bl NTZnivDZ
Mgy Y2FI NmE3SNW/I MrMAVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZC7x
08877t 85ZA

........................................................................................................................................................

........................................................................................................................................................

"sender": "client",
"status": " SUCCESS",
"code": 200,
"message": "Message Posted Successfully",
"data": |
"ticketld": "Ticket ID',
"threads": |
{
"created": "Ticket Thread Create Date",
"body": "Ticket Thread Body",
"poster": "Ticket Thread Poster"

........................................................................................................................................................

o ;
"status": "ERROR',
"code": 400,
"message": "unexpected error occurred!",
; "data": null ;
»
-

f "status": "ERROR',

"code": 401,

"message": "Access Denied!",

i "data": null

o}

9. Get Users



Get User(s) in Service Desk.

URL:https://subdomain.domainname/clientapi/index.php?serviceName=getUsers

i. Input Parameters

Name Required / Optional

pageNo Optional
pageSize Optional
keyword Required

Input Header Parameters

Name Required
Opti/onal

Content-Type Required

Authorization Required*

X-ACCESS-TOKEN = Required*

Type

Description

int Page No

int Page Size

text User name or address or email

Type

Description

application/json Content Type

base64

string

Valid Api Key from SD Manage -> Api Keys

3rd Party Authentication API Definition
https://developer.comodo.com/frontend/web/topic/comodo-one
https://developer.comodo.com/frontend/web/topic/token-valida

https://developer.comodo.com/frontend/web/topic/token-renew

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution

Sample execution can be handled via Postman Application.

........................................................................................................................................................

{
"pageNo": 1,
"pageSi ze" : 10,
"keyword" : "conpdo”
}

........................................................................................................................................................

Content-Type : application/json
Aut hori zation : B8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN

eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkl i wi bmJm j oxNDk5M
j UzN k4LCIzY29wWZSI 61 nNkc3RhZ2] uzy1t c3Ai LCIpc3M G Jj MXBvcnRhbCl

s| MN1c3RvbWYSWQ O | 10TImYRj ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAI O
j EOOTkyNTcyOrgs| nRva2VuVvH wZSI 61 mJl YXJI ci | sl m hdCl 6MIrQeOTI 1Mz Y
500w dXNI ckl kI j oi MII OMTI OMTEyNCI sl mpOasSl! 61 mnNj hhOTALODNj OAhN
j @BZTI 40MK NmiZzk MGVh MR VhNDQE Y2QLN2Qy NGYxM Q<YTY1MzN Yj Bl NTZmvDZ
mVTgy Y2FI NnE3NVW/I MriMAVODASI n0. hKgaMAH2JINCF eG_OW 1 TXVeKI zj gvZC7x

08877t 85ZA

c. Success Output


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=getUsers
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

1 |
"nmessage": "Users are |isted",
"code": 200,
"status": " SUCCESS',
"data": [
o
| "id": userld, |
"nane": usernane,
"address": User Email Address
o
]
)
d. Error Output

"status": "ERROR',

"code": 400,

"message": "unexpected error occurred!",
"data": null

"status": "ERROR',

"code": 401,

"message": "Access Denied!",
"data": null

10. Create User

Creates a new user
URL:https://subdomain.domainname/clientapi/index.php?serviceName=createuser

a. Input Parameters

Name Required / Optional Type Description
email Required varchar User Email
name Required varchar User Name
organizationld Optional int User Organization Id
customFields Optional json Custom Field Values

Input Header Parameters

Name Required Type Description
/
Optional
Content-Type Required application/json Content Type

Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=createuser

X-ACCESS-TOKEN Required* string 3rd Party Authentication API Definition
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-c
https://developer.comodo.com/frontend/web/topic/token-validation-service

https://developer.comodo.com/frontend/web/topic/token-renew-service

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution

Sample execution can be handled via Postman Application.

..............................................................................................................................................................................

name": "user name",

"email ":"sanpl e@nuail . cont,
"custontields": {

"phone" : "6161X889",
"notes" : "notes",

"Uni queld* : "hgsqgj hdgqwd11"

Header part can be handled via Postman Application

..............................................................................................................................................................................

Content-Type : application/json
Aut hori zation : BB8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN :
eyJhbCGeci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkl i wi bmdm j oxNDk5M UzNj k4LCJ
zY29wWZSI 61 nNkc3RnhZ2| uZy1t c3Ai LCIpc3M G Jj MXBvcnRhbCl sl mN1c3RvbWYSWQ O |
10TImMYnR) ZWRi YTCWYTEXNTQz MAEXZTUI LCJI eHAIi § EOOTkyNTcyOTgs| nRva2VuVH wZSl
6l mJl YXJI ci |l sl mMl hdCl 6MIQBOTI 1Mz Y500m dXN ckl ki j oi MTI OMTI OMTEyNCI s| npOasSl
61 mvm\j hhOTAL1ODNj OWhN) QBZTI 4OANKk NmiZk MGVhMRVhNDQE Y2 QLN2 QY NGYxXM Qx YTY1MzN
I'Yj Bl NTZmivDZnMrgy Y2FI NmE3NVW/I MMVODASI n0. hKqaMAH2JINCF eG_ OW 1 TXVeKI zj gvZC
7x0887Zt 85ZA

c.Success Output


https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

f "message": "User created",

; "code": 200, ;
i "status": "SUCCESS", i
E "data": { |
“userld": "1"

"message": "email should be valid email address”,
"code": 404,
"status": "ERROR'

Update User

Updates an existing user
URL:https://subdomain.domainname/clientapi/index.php?serviceName=updateuser

a. Input Parameters

Name Required / Optional Type Description
id Required int Updating User ID
email Optional varchar User Email
name Optional varchar User Name
organizationld Optional int User Organization Id
customFields Optional json Custom Field Values

Input Header Parameters

Name Required Type Description
Opti/onal
Content-Type Required application/json Content Type
Authorization Required* base64 Valid Api Key from SD Manage -> Api Keys
X-ACCESS-TOKEN Required* string 3rd Party Authentication API Definition

https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-p
https://developer.comodo.com/frontend/web/topic/token-validation-s¢

https://developer.comodo.com/frontend/web/topic/token-renew-servii

* Customer should send Authorization or X-ACCESS-TOKEN

b. Execution


http://devgoker.onurdev.loc/pim/
http://subdomain.domainname/clientapi/index.php?serviceName=updateuser
https://developer.comodo.com/frontend/web/topic/comodo-one-3rd-party-company-api-definition
https://developer.comodo.com/frontend/web/topic/token-validation-service
https://developer.comodo.com/frontend/web/topic/token-renew-service

Sample execution can be handled via Postman Application.

..............................................................................................................................................................................

"id" : 10,
": "user nane",

nane":
"email": "sanpl e@nuail . cont,
"custontields": {
"phone" : "6161X889",
"notes" : "notes"

..............................................................................................................................................................................

Content-Type : application/json
Aut hori zation : BB8ADA99D912E48A8735D3291CE60493A

or
X- ACCESS- TOKEN :
eyJhbCGci O JI Uzl 1Ni J9. eyJyZXF1ZXNOZWRCeSI 61 nNkl i wi bmJm j oxNDk5M UzN k4LCJ
zY29wWZSI 61 nNkc3RhZ2| uzZy1t c3Ai LCIpc3M G Jj MXBvcnRhbCl sl mN1c3RvbWYSWQ O |
10TImMYnR) ZWRi YTCWYTEXNTQz MAEXZTUi LCJI eHAIi § EOOTkyNTcyOTgs| nRva2VuVH wZSI
61 mJl YXJI ci |l sl mMl hdCl 6MIQBOTI 1Mz Y500m dXN ckl ki j oi MTI OMTI OMTEyNCI sl npOasSl
61 mVm\j hhOTA1ODN; OWhNj Q5ZTI 40WNKk NniZk MGVh VR VhNDQE Y2 QLN2Qy NGYXM QxYTY1MzN
I'Yj Bl NTZnmivDZnMrgy Y2FI NmE3NVWI MMVODASI n0. hKqaMAH2JINCF eG_ OW 1 TXVeKI zj gvZC
7x0887Zt 85ZA

..............................................................................................................................................................................

{ i
"message": "User updated"”, f
"code": 200, ;
"status": "SUCCESS',
"data": null 5

} f

d.Error Output

{

"message": "email should be valid email address”,
"code": 404,
"status": "ERROR"
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