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Introduction
This document contains notes about the ITarian Platform release for 20 July 2022.

The release schedule will be as follows:

e Platform
o US Region - Release will start on Thursday 215 July 2022 at 1AM EDT
o EU Region - Release will start on Friday 22" July 2022 at 6AM BST
e Agents
o All Regions - Release will start on Monday 25 July 2022 at 1AM EDT/6 AM BST

The release is expected to take 30 minutes to deploy, during that time the platform will be under
maintenance mode, where you may observe minor glitches. If you observe any issues, please feel
free to share with us.

ITarian Platform
Portal (PSA)

New Features
e Nothing for this release.

Improvements
e Nothing for this release.

Bug-Fixes
e Nothing for this release.

Endpoint Manager (RMM)

Patch Management

New Features
e Nothing for this release.

Improvements
e Nothing for this release.

Bug-Fixes
e Nothing for this release.

Device Management

New Features
e Comodo is beginning the first phases of their rebranding to Xcitium.
e Added ability to enrol device to a “Company” instead of a “User”.
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Improvements
e Updates on the windows profile options.
e Ability to view uninstallation process and log for CCS uninstallation.
e Easier deployment of management agent by reducing steps.

Bug-Fixes
e Nothing for this release.

Mobile Device Management (MDM)
New Features

e Nothing for this release.
Improvements

¢ Nothing for this release.
Bug-Fixes

e Nothing for this release.

Service Desk (SD)
New Features

e Nothing for this release.
Improvements

e Nothing for this release.
Bug-Fixes

e Nothing for this release.

Miscellaneous
e Nothing for this release.
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Comodo Client Security
New Features

e Comodo Client -Security Agent distribution only for supported Windows operating system
versions.

e Supported Windows operating system versions in support page.

e Enabled WMI provider registration detection from DLLs.

e Protection for CCS's own processes and assets.

e Ability to limit CCS resource allocation.

e Monitor shared resources and detect suspicious file encryption by ransomware.

e Detection of WMI provider auto-runs.

e Detection of unsigned DLLs loaded into trusted processes.

e Ability to add exceptions for script analysis.

e Detection for macro script executions.

Improvements

e Showing all containment logs by default.

e Changing Comodo Client -Security Agent update settings to the latest stable version.
e Improved Comodo Client -Security Agent communications and compatibility.

e Optimization of user scan interface.

Bug-Fixes

e Fixed the issue of CIS report tool running in containment.

e Fixed updated local verdicts DB errors.

e Fixed the error that loaded malicious DLL was not quarantined in the ongoing process.

e Fixed the user profile service problem with CCS.

e Fixed errors for specific firewall & website definitions.

e Fixed the issue of CIS firewall driver not running after Windows and CCS binary upgrade.

e Fixed the issue of devices not getting responsive while listing CCS logs.

e Fixed the issue of Windows Server 2016 not getting responsive with CCS 12.9.0.8649
installed.

e Fixed the issue of infected items are not auto-cleaned after the fullscan is completed

e Fixed the issue of winget.exe being contained and not logged.

Security Operations Centre (SOCaaP)
New Features

e Nothing for this release.
Improvements
e Nothing for this release.

Bug-Fixes
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e Fixed the issue of 0365 integration.

Secure Email Gateway (SEG)
New Features

e Nothing for this release.
Improvements

e Nothing for this release.
Bug-Fixes

e Nothing for this release.

Secure Internet Gateway (SIG)
New Features

e Nothing for this release.
Improvements

e Nothing for this release.
Bug-Fixes

e Nothing for this release.

Miscellaneous

e Phase one of the Comodo to Xcitium branding completed.
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Appendix

Portal Versions

Endpoint Manager (RMM): 7.1.42807.22060
Portal (PSA): 3.51.0

SOCaaP: 2.2.3

Client Versions

Product Windows Mac Linux Android ioS
Communication  7.1.42723.22060  7.1.42730.22060  7.0.41995.22030  7.0.1.1 1.3.0
Client
Remote Control  7.1.42612.22060  7.1.42614.22060  N/A N/A N/A
Comodo Client 12.12.0 2.4.4.966 2.3.1.5488 N/A N/A
Security
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