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Introduction

This document contains notes about the ITarian & Comodo ONE & Comodo Dragon Platforms June 2020

release. The release schedule will be as follows:
US Region -> The release will start on 15th July 2020 Wednesday at 1 AM EDT
EU Region -> The release will start on 16th July 2020 Thursday at 5 AM GMT

The release is expected to take 30 minutes to deploy, during that time the platform will be under
maintenance mode, where you may observe minor glitches. If you observe any issues, please feel free to

share with us.

Endpoint Manager

Endpoint Manager Core
New Features

e Payment Notification Differentiation According to Roles

From now on, only users with administrator roles will see notifications about payment
issues. Users with a “User” role will not see any notifications about invoices or payment.

e User Action Logs
All user actions will be listed on the “Audit Logs” page.
e Create New User
e Send Password Recovery Email
e User Rename
e User Import

e User Delete



e Create New User Group
e User Group Rename
e User Group Delete
e Add Users to Group
e Remove Users to Group
e Export to CSV (User List)
e Export to CSV (User Group List)
Here is the wiki of this feature.
e Wi-Fi Network Restriction for iOS Devices
iOS devices can be forced to use only allowed Wi-Fi networks.

Here is the wiki of this feature.

Bug Fixes

e Fixed the issue of ITSMService.exe not starting automatically after endpoint running
Windows 7 gets restarted.

e Fixed the issue of the filtering company/group not working in the “Global Software
Inventory” section.

Security
New Features

e Ability to change VD Background - (Windows profile (CCS rebranding): Ability to
change VD Background)

Here is the wiki of this feature.

e Access Scope Role shows Containment items from Other companies: Containment
logs page: Implement Device Tree

Bug Fixes

e Fixed the issue of device tree filters being reset when navigating between tabs in the
“Security Dashboard” section.


https://wiki.itarian.com/frontend/web/topic/how-to-view-logs-of-adminstaff-actions-in-endpoint-manager
https://wiki.itarian.com/frontend/web/topic/how-to-specify-allowed-wi-fi-networks-for-ios-devices
https://wiki.itarian.com/frontend/web/topic/how-to-configure-virtual-desktop-settings-in-a-windows-profile

Remote Monitoring and Management
New Features

e Disk Monitors

Disk monitoring functionalities are extended with the below conditions:
e Disk Utilization
e Free space left on any disk

Here is the wiki of this feature.

Bug Fixes

e Fixed the issue of a predefined script procedure named as "Uninstall and reinstall
Communication Client" is outdated and not working as expected.

Patch Management
New Features

e Windows Third-Party Application Patching Support Improvements

Windows Third Party Patch Management system now also checks the applications
installed in “C:\Users\{user\AppData\” folder in addition to “C:\Program Files\". From
now on, you will be able to find and manage more third-party patches for your devices.

Here is the wiki of this feature.
e Vulnerability Management Widgets in Dashboard

We introduce 2 new dashboard widgets for Common Vulnerabilities and Exposures.
From now on, you will be able track vulnerabilities from the Dashboard->Compliance
page.

e Top 5 Vulnerable Devices by Vulnerability Count

e Top 5 Vulnerabilities by Device Count


https://wiki.itarian.com/frontend/web/topic/how-to-use-monitors-to-track-endpoint-performance
https://wiki.itarian.com/frontend/web/topic/how-to-view-and-manage-applications-installed-on-managed-windows-devices

Here is the wiki of this feature.

e Endpoint Patching Status Widget in Dashboard

We now have the Endpoint Patching Status Widget added under
Dashboard->Compliance. You will be able to easily track operating system patching
statuses for your devices from this widget.

Here is the wiki of this feature.

Remote Control

Bug Fixes

e Fixed the issue of “able to remote into servers where RC is turned off”
e Fixed the issue of “mouse pointer is not visible when try to perform remote control”

Portal

Bug Fixes

e Fixed the issue of “automatic redirection to SD doesn’t work during login into Portal in

different browser”
e Fixed the issue of “showing price in invoice emails is not correct.”

Comodo Client Security

Windows
New Features

e Ability to change background in Virtual Desktop.

Here is the wiki of this feature.

e CisCleanupTool improvements

Here is the wiki of this feature.



https://wiki.itarian.com/frontend/web/topic/how-to-use-the-dashboard-to-view-info-about-your-devices-clients-and-security-posture
https://wiki.itarian.com/frontend/web/topic/how-to-use-the-dashboard-to-view-info-about-your-devices-clients-and-security-posture
https://wiki.itarian.com/frontend/web/topic/how-to-re-brand-comodo-clients-and-the-virtual-desktop-and-configure-ui-settings
https://wiki.itarian.com/frontend/web/topic/how-to-uninstall-ccs-from-windows-devices

e Support PreVolumeMount event in scope of Device Control and Auto Scan features
e FS Virtualization Unit - Testing

Data Loss Prevention:

o HTML export for all Log tables present in the Logs View.

Vulnerability Fixes

e Update Quarantine and Delete File Flow for AV signature detection

Bug Fixes

e CCS performance issues - slow Ul and slow scan speeds

APPENDIX

New Client Versions:

Windows

Communication Client: 6.37.38821.20070
Client - Security: 12.4.0.8311

Remote Control: 6.37.38738.20070

Endpoint Detection and Response: 2.3.0.195
macOS

Communication Client: 6.37.38604.20070
Client - Security: 2.4.4.851

Remote Control: 6.37.38735.20070

iOS Mobile Device Management Client: 1.3.0
Android Mobile Device Management Client: 6.16.0.12
Linux Communication Client: 6.28.26228.19060
Client - Security: 2.2.1.501



