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Introduction

This document contains notes about the Comodo Dragon Platform June 2022 release.
The release schedule will be as follows:

e US Region

o Release will start on 23 June 2022 Thursday at 2 AM EDT
e EU Region

o Release will start on 24" June 2022 Monday at 6 AM BST

The release is expected to take 30 minutes to deploy, during which time the Comodo
Dragon Platform will be in maintenance mode. If you login to the Comodo Dragon
Platform during the 30-minute deployment window, you may observe minor usability
issues. Please feel free to email support@comodo.com if you experience any usability
issues during or after the upgrade deployment window.

Dragon Enterprise & Platform

New Features

e Platform white-labeling capabilities for Comodo Partners

e Support for mapping alert rules to the MITRE ATT&CK framework

e Centralized access to containment activity logs

e New script content visibility providing centralized analysis for the content of
scripts created by unknown processes

e New Customer Summary Metrics included in the Managed Security tab
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Improvements

e Streamlined Menu Structure

e File Rating Mechanism & Reporting Mechanism Usability
e Agent Communications/Compatibility

e Collapsible Query Panel In SIEM

e MDR Customer Summary Dashboard

e Support valid email address across support portal users for MDR Notifications

Bug-Fixes

e Fixed the issue of not changing sub-menu titles when opening another page

Security Improvements

New Features

e Detection for macro script executions
e Ability to add/submit/analyze file(s) from the portal

e Password protection for Comodo Agent Removal Tool

Improvements

e Added details on malware detection email notification
e Introduced new sorting capability on Antivirus AV DB Version under Endpoint

Security Status section
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Device Management & Licensing

New Features

e Auto-Containment License and Distribution

e Agent update progress tracking

e Added supported OS version and platform in the name of agent Installer and
Bulk installation package

e Introduced support for Android 12 KNOX

o Ability to add notes and tags to devices

e Export functionality for Vulnerability List inside Vulnerability Management

e New feature to enable a copy and paste process into the Windows Lock
screen during a Comodo Remote Control session

e Added ability to search inside Comodo Remote Control based on “logged in

username”

Improvements

e Improved maintenance window scheduling by allowing end time to be on next

day

Secure Email Gateway

Bug-Fixes
e Fixed the issue of missing Archive functionality during an active trial license

e Fixed the issue of not properly displaying Chinese characters
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